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STRATPOL09 Information Governance and Security Policy  

 

1. Policy Introduction and Background: 

 
Information and data are necessary for Merseyside Fire and Rescue Authority (MFRA) to comply 

with its statutory duties and to arrange and provide services for the citizens of Merseyside and 

visitors to the area. 

mailto:debappleton@merseyfire.gov.uk
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All Members, employees, contract and temporary workers, and volunteers have a responsibility to 

ensure that information and data are managed properly and are secure and safeguarded from 

inappropriate release, modification or misuse.  

 

This includes the associated supporting technology.  

 

MFRA has a well-developed ethical approach to managing data. Ethics is not just a component of a 

policy for us; it is ingrained throughout our culture. We prioritise integrity, inclusiveness, reliability, 

transparency and accountability, and ensure that all employees are prepared to handle data 

responsibly and with fairness. We treat all data subjects with dignity; safeguarding their rights, 

preferences, privacy and security. By embedding these principles into our operations, we strive to 

foster trust and confidence among our data subjects, and constantly reinforce our dedication to 

ethical data management as a cornerstone of our organisation. 

 

Information Governance is the way in which we bring together all of the requirements and standards 

that apply to the handling of information on all media. This ensures that the organisation and 

individuals have information that is accurate, meets legal requirements, is dealt with efficiently and is 

secure. It satisfies the information security principles of Confidentiality, Integrity and Availability. 

 

The Authority will process personal data in line with the requirements of the UK General Data 

Protection Regulation (UKGDPR) 2018 and Data Protection Act (DPA) 2018 and will take all steps 

necessary to ensure compliance with the legislation. The UKGDPR and DPA require public bodies to 

appoint a Data Protection Officer (DPO) and this role is performed for Merseyside Fire and Rescue 

Authority by the Director of Strategy and Performance. 

2. Policy Explanation: 

 
The objective of this Information Governance and Security Policy is to protect MFRA’s information 

and data assets1 from all threats, whether internal or external, deliberate or accidental, to ensure 

business continuity, minimise damage and maximise the Authority’s ability to deliver services by 

bringing together all of the requirements, standards and best practice that apply to the handling of 

information. It has four fundamental aims: 

 

• To support and promote the effective and appropriate use of information to deliver services;  

• To encourage responsible staff to work closely together, preventing duplication of effort and 

enabling more efficient use of resources; 

• To develop support arrangements and provide staff with appropriate tools and support to 

enable them to discharge their responsibilities to consistently high standards and to ensure 

statutory obligations are met; 

• To enable the organisation to understand its own performance against its objectives. 

Information Governance and Security includes compliance with: 

 
1 This includes data & information printed or written on paper, stored electronically, and transmitted by post or electronic means, stored on 
tape or video, spoken in conversation. 
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• The UKGDPR 2018 

• The DPA 2018 

• Freedom of Information Act (FOIA) 2000 

• Protection of Freedoms Act (POFA) 2012 

• Environmental Information Regulations (EIR) 2004 

• Computer Misuse Act 1990 

• Human Right Act 1998 

It encompasses: 

• Information Sharing 

• The Confidentiality Code of Practice 

• Records Management 

• Information Quality Assurance 

• Information Security 

• Information Governance Management 

• Risk Management 

• Protective Security 

Scope 

The scope of this Information Governance and Security Policy covers all MFRA information and data 

held in any format and in any location including that held and used by Partner Organisations 

delivering services on behalf of the MFRA. 

Policy 

It is the policy of MFRA to ensure that: 

 

• Information and data are protected from the loss of confidentiality2, integrity3 and availability4. 

• Legislative and regulatory requirements are met5. 

• Business continuity plans are produced, maintained and tested. 

• Information security awareness training is made available to all employees and Members. 

• All breaches of information and data security, actual or suspected, are reported as soon as 

possible to the DPO and subsequently investigated. The DPO is required to report such 

breaches to the Information Commissioner’s Office (ICO) within 72 hours of becoming aware 

of a breach. 

 
2 Confidentiality: ensuring that information is accessible only to authorised individuals. 
3 Integrity: safeguarding the accuracy and completeness of information and processing methods. 
4 Availability: ensuring that authorised users have access to relevant information when required. 
5 Includes legislation such as the General Data Protection Regulation 2016, Freedom of Information Act 2000 and the Computer Misuse Act 
1990. 
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• All Strategic Leadership Team (SLT) members and heads of department are responsible for 

implementing the Information Governance and Security Policy within their respective 

business areas. 

• It is the responsibility of each member, employee, contract & temporary worker and volunteer 

to adhere to this policy and associated Service Instructions. 

 

3. Policy Implementation: 

This Policy relates to the following Service Instructions and Policy. 
 
 

SI 0435 Protection of Personal Data and Sensitive Business Information 
SI 0437 Freedom of Information Requests, Environmental Information Regulations 

and the Publication Scheme 
SI 0725 Closed Circuit Television (CCTV) use Operated by MFRA  
SI 0759 Destruction of Information Assets Including Protectively Marked Information 
SI 0687 Preparing and Transferring Records to the RM Archive Store – Vesty Building  
SI 0829 Processing Vulnerable Person Data and Information (Tier 3 Protocol) 
SI 0433 Retention of Information 
ICTPOL03 Acceptable Use Policy 
SI 0703 Internet Access and Usage 
SI 0699 Using Social Media 
SI 0730 Email 
SI 0816 Protective Marking – Government Security Classifications and Government 

Protective Marking Scheme 
SI 0818 Security Vetting 
  

 

All Policies can be found on the Website 

 

https://www.merseyfire.gov.uk/about/our-plans-policies-and-performance/policies/

